eXaCC[\/ISIOrI . exacqVision Kantech Integration Guide

(Native - via exacqVision Client)

Overview
ExacqVision can control and view status of Kantech access control equipment, such as KT-1 or m ] ECH

KT400 hardware, via Entrapass Web. Operational controls and real-time feedback capability From Tyco Security Products
have been added to the exacqVision Client giving the user control of the access control system
through the exacqVision user interface.

Purpose

The purpose of this document is to provide guidance for integrating Kantech access control
equipment with the exacqVision Client and setting up Camera Associations in the exacqVision
Client for using these controls.

NOTE: This guide is not intended to provide instruction for the installation and configuration of Kantech access control systems and
equipment in general. See Requirements and Assumptions below.

Requirements

. . . . . i
e exacqVision client version: 7.2 (or greater) Tested and Supported Version

. . Kantech Entrapass ExacqVision Server
e exacqVision server version: 7.2 (or greater) e e ————————
S . . 8.61.184 22.12
e exacqVision license: Professional or Enterprise
e . 8.30.05 21.09
e Kantech Corporate or Global Edition including
8.23.22 20.03, 20.06, 20.09, 20.12, 21.03
components
o  Server 8.20.38 19.12
o  Workstation 8.10.78 19.06, 19.09, 19.12
o Gateway 8.00.32 19.03
o  Smartlink 7.51.02 9.6,9.8

o EntrapassWeb
e Kantech OnBoard meets these requirements and this integration can be set up.

Assumptions

1. All Kantech software has been installed and registered

At least one Kantech user with proper EntrapassWeb privileges has been created in the Kantech system for this integration
EntrpassWeb, Smartlink, SmartService, and Kantech Server are running and configured properly

The EntrapassWeb client can connect and log in to Entrapass Server (as a test)

ExacqVision connects using the EntrapassWeb user referenced in step 2

Kantech will perceive exacqVision as a logged-in EntrapassWeb user

Any hardware such as KT-1’s, KT-400’s or other access control hardware has been configured in the Kantech system
whether it’s a remote Kantech server or an exacqVision OnBoard system. Please reference Kantech documentation for
connecting Kantech hardware to Kantech server.
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Network Diagram

exacqVision server

exacqVision

NOTE: Firewall Port Rules may be
required for connecting Kantech
hardware directly to exacqVision
OnBoard. Please see Kantech
documentation for more detail.
Specific ports used for KT panel
communication are

- TCP 18802

- UDP 18801/18803/18810

exacqVision OnBoard server

Kantech
Entrapass server

KT-1

KT-400
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Add Security Integration

==[C)} Bd Q@ exacqvision

uo

Q Filter o |l Add Security Integrations
E @ exacqVision llhustra Server -
- &% Configure System Securgty Integration Devices Add Security Integration Device

= &N Add IP Cameras
5 5 Camera Recording !Emb(t\i Address Port  Name Make Serisl o Verzion Status Type |’Kcnte<h ']
=4 ADCE10-D11L Y 101613165 2076 PowerSenes Neo | DSC PowerSenies NEO (ITv2) 411 Connected
2 o .| T T T [esmen el L2351 n

N ADCIE2S Fisheye
N ADCHL0-M022 Port: 8801
=N ADCIE2S Fisheye

] <X ADCIEDOF-M002 (Cafe Username: admin
N Password: CLTTETTTY
¥ Operatices Deer

W Pro2MP30XPTZ
=M Mustra 610 Compact|-
N Shipping/Receiving [
<M Pro SMP Minidome |
) Pro 2M2 Minidome

S TriggerInputs

T Alsrm Outpents
10 Audio Inputs/Outputs
Add Security Integrations
B PowerSesies Neo
B Exmty

M System Audio p =
il Storsge - I New ViewLeg Delete
. ) T ———

Click on the Config(Setup)Page

Click on “Add Security Integration”

Click New

Select “Kantech”

Enter IP address of the system running EntrapassWeb.
a. For exacqVision OnBoard this should be the localhost or loopback IP address (127.0.0.1)
b. For remote Kantech systems, enter IP address of the Kantech system that’s running EntrapassWeb

Enter port number - 8801 (default)

Enter username of Kantech user specified in Step 2 of the Assumptions section

Click Apply

Verify status is Connected

ukhwN e

N

NOTE:

If you are connecting Kantech hadware to an exacqVision OnBoard system via an IP network then you may need to make the
following firewall exceptions in the Windows Firewall on the exacqVision OnBoard system so the Kantech hardware can connect to
Kantech services and be properly configured.

e TCP port 18802

e UDP ports 18801/18803/18810

e Please check Kantech documentation for the specific ports that your Kantech equipment requires for communication and
make those firewall exceptions accordingly in the exacqVision OnBoard system

e The Kantech hardware will need to be configured via Entrapass Workstation (Please see Kantech documentation for this.
This guide is not intended to cover Kantech system setup. See Assumptions section)
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Access Control Configuration

10. Click on the new entry in the configuration tree

&P Evert Monitoring
< Geoups
T maps
Views
& Tours
m Layouts
i) Enterprse
5 OR exacqVison Hybnd Server
= OF exacqVision Mustra Server
=™ Configure System
) @M Add P Camerss
= Add Security Integraticns
0 ) PewerSenes Nee
Exacq
(21 M6 System Audio
& Storage

L W NCRT . Yo

11. This will display the configuration options and controls available for connected hardware. This example shows typical
options and controls of a KT 400.

Exacq
Q Filter (%]
Nome 0 Type Actions Stetus
£ ExacqFizhers, Exacq Fishers Operations Deor (01.01) 443 Door Normal
Exacq Fishers, Exacq Fishers Operations Door 01.01) Leck 48 Lock E Locked
Exacq Fishars, Exacq Fishers Operations Door (01.01) Reader 360 Reader W Readar Activated
Exacq Fishers, REX -> Exacq Fishers Operations Door §01.002) 458 REX Allow REX Input Bypassed
" Erscq Fishers, Door contact -> Exacq Fishers Opesebions Door (0L001) 457 Inpit | Allowloput | lnpt Bypeszed
= Exacq Fishers, Exacq Fishers Shipping/Receiving Door (01.02) 450 Doot MNormal
Exacq Fizhers, Exacq Fishers Shipping/Receiving Deor (01.02) Lock 450 Lock m_{ Locked
Exacq Fishers, Execq Fishers Shipping/Receiving Door {01.02) Reader 450 Reader ) Reader Activated
Exacq Fishars, REX > Exacq Fishers Shipping/Receving (01.006) 462 REX Allow REX | Input Bypassed
Exacq Fishers, Door contact -> Exacq Fishers Shippeng/Recening 191.005) 461 Input Allowlrput_| Input Bypassed
Exacq Fishers, Relsy Operations Door Contect Sim Relsy (01.001) 183 Relay __ Activate | Deactrvated
Exaeq Fishers, Shipping/Receiving Door Contact Sim Relay (01.002) a4 Relay Activate ) Deactivated
-V
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exacq\/sion

Camera Associations

Camera Associations are a way to quickly view and assert functions by placing icons on the camera Live View. A user can then easily
see the statuses and assert controls for integrations, triggers, alarms, inputs, outputs, etc.

HA)

Bd Q@ @ exacqvision

& ) ADCi825 Fisheye Settings
&= Add Systems - IBuztra3 illustra 825 Fisheye
8 2 Clent 1 Address: 103610.33
Indicators
B Evert Monitoring MAC Address: 90-59-AF-30-F2-C2
< Groups Fimware: 1.04.B10374ACTS
%I :‘_"" Resolution: 19361936
Views
B Tours Inage Rate: 14 fps
& Layouts Avglmage Sze: 15421 Bytes
4 8% trterprae
& (No Group) Recording Mode:  Moticn Recording
3¢ Demo Servers Connection Status: Connected.
& Engineering Last Motion Time: 6/21/2016 13928 PM
- Legacy Servers
-0 evapl =

Mubktistreami
4 B exacqVision Acti Server ng

w @ exzcqVision Arecont Server
& B exacqVision Asis Server
G @ wxacqVision Bosch Server

|Culmg Pancrama —I | Add Stream ]

#-BF eacqVision Edge - Asis P1347

- exacqVision Edge - Axiz Q1615

& ©° exacqVision Edge - Dlustra &DE@-M“
o B exscqVision Ganz Server |
i B exacqVision Hivisicn Server

25"9__‘ Associaticns {\mw [&

jing | Motion | Digtal PTZ / Fisheye | Schedule

Available Controks

Q Fiter

ol Recommended

- OY exacqVision Hybed Server
=B exacqVision lllustra Server
= @ Configure System

= &N Add IP Camerss

=8 :Mq
=) Exacq Fishers, Exacq Fishers Og
- 2M Camara Recceding B Fabierd Bxsc Fiher

i Recoed Video

- [ PowerSeries Nee -

Asscciated Controls Display Cptions
6 Toggle Control Pasition: 8“"3'" —'.]
D] 8 Gaca roheis b nobwrs e Color. G
i, q Fishers, Exzcq Fshess Opef -
[#] Bxacq Fehers, REX -> £xacq Fish Cpacty: 0%
0
Display Type: ) Abways @ Auto-hide

=N ADCA10.D111 furs Display Labets:

N Mustra Essentials [ESOIMF ® s Fishers, REX <> Exa¢ Font  Anal
: ’ g Fahers REX <> Exace na

= ADCiE25 Fisheye & Exacq Fahers, Door contact

f_““AD(?GIO-D(OH W) Execq Fishers, Bacq Fishers St Font Size 10
1 2 »\0(:?15 Fiheye @ Euscq Fishers, Relay Operstion:
% = :ﬁ:z;ga; (Cate) @ Bucq Fishers, Shipping/Receiv Text Color:
= " oM Mlustea Essentials IESOLMFENWIY: |
<N Operations Door i-.m.,.. f.‘ml i A WEd Effects:  Bold
4 @ Pro2MP 30X PTZ 1 ) ¢l 1 '
<N Mustrs 610 Compect Mini - =
=N Shpping/Recening Door N Remove | [ ) m
+H Pro SMP Minideene e
<X Pro 2MP Minidome - Apphy Cance Apphy Tou, |

Click on a camera for which you would like to add camera associations for

Click the Associations tab

Select the controls from the Available Controls

Click Add to add the controls

Verify they appear in the Associated Controls box

Use the order buttons to re-order the list as they appear from left to right on the camera view

Display Options let you adjust the opacity, position, labels, color etc of the buttons on the camera view
Click Apply when complete
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Live View
To view and actuate the camera associations, go to the Live View in exacqVision.

1 Live Cameras | Save view :
Q Firer
N Cameras
42 (No Group)
- () Demo Servess
4 % Demo Server/Edge
§ 3 Engineering
762 eapi
449 eacqVision Acti Server
4 % excqVision Arecont Server
4 &7 exacqVision fis Server
& &2 eucqVision Bosch Server
82 eacqVision Ganz Senver
44 eacqVision Hikdsion Server
&£ exacqVision Hybrid Server
2 exacqVision Ibustra Server
WMl ADCH10-D111
A Ulustra Essentials IESOIMFENWTY |2
i ADGE2S Fisheye
A ADCE10-M22 ~
<M ADCB25 Fzheye \ Pro SMP Minidome
2 M ADCBODF-X002 (Cofe) -
7N ADCEOOF-DO2L Unlock
M Opesations Docr
L5 Pro 2MP 20X PTZ Unlock (10 Seconds)
- Dlustra 610 Compact Miri Dome
i Shipping/Recewing Door
i Pra SMP Minidome
i Pro 2MP Minidome
9 Audio Input 0
€0 Audio Input 0
W Audio Input 0
0 Audio Output
€ Avdo tnput 1
4% exscqVision Linu Server
4 £ exscqVision Panazonic Server
4 £ exacqVision Pekco Server

Y e E L R (5 & ) BEEQ@>wso

Temporary Unlock For..,

A ¥ Pro 2MP Minidome |
P

Pro 2ZMP 30X PTZ (1)

134509 468/s  Tuesday, June 2L 016 L17:20 PM

Switch to Live View
Click the Door Unlock icon to perform the action. (Some associations are status only)
Select an option from menu

Enter Kantech username and password
Check to Save Credentials across sessions
Check to Save Credentials for just this session
Click OK to perform the action

"Enter Credentials For E

NoukwneR

Usemame:

Password:

| Save Credentials
=" Log In (This Session Only)

Contact info and Support
Kantech Support (Technical Support, Customer Service, Sales, and more)
http://www.kantech.com/Support/ContactDefault.aspx

Exacq Support (Technical Support, Training tools, and more)
https://exacq.com/support/
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